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The magnitude of cybercrime
Market update, July 2021

"The United States faces persistent and increasingly

sophisticated malicious cyber campaigns that threaten the 
public sector, the private sector, and ultimately the American 
people’s security and privacy. The Federal Government must 
improve its efforts to identify, deter, protect against, detect, 
and respond to these actions and actors.”  — The White 
House, Executive Order on Improving the Nation’s 
Cybersecurity. May 12, 2021. 

This topic was at the very centre of the recent meeting 
between Biden and Putin in Geneva. It did not result in any 
compromise nor commitment from the Russian President. He 
refused to entertain the idea that the recent attacks on US 
companies came from actors operating on Russian soil, with a 
clear blessing of Putin's government.

Data breaches can be expensive. A recent IBM report 
highlighted that the cost of a data breach in 2020 was 
standing at $3.86mio. This year (2020), we’ve witnessed all-
time high records for data lost in breaches and the sheer 
number of cyberattacks. In Addition, the sophistication of 
attacks has increased due to the deployment of emerging 
technologies such as machine learning, artificial intelligence 
and 5G. Most importantly, they’ve increased as a result of 
greater tactical coordination between hacking groups and 
state actors.

Cybercrime is expected to grow at an annual rate of 10–15% 
over the next few years. If one were to measure it on a GDP 
basis, then cybercrime would be the world’s third-largest 
economy after the U.S. and China. The cost of these attacks is 
already greater than the toll inflicted by climate change in one 
year. It will also be more profitable than the amount 
represented by the global traffic in all drugs combined. 

In return, the expenses of information security and risk 
management technology is significantly increasing in 2021 and 
the coming years. The strong growth rate reflects continuing 
demand for remote worker technologies and cloud security. 
Between 2020 and 2021, worldwide spending for Cloud 
security grew 41%. Spending on Data Security and Application 
Security grew by 17.5% and 12.2% (source Gartner, May 
2021).

More generally, we believe that there will soon be corporate 
governance, which will detail to investors what measures are 
in place to counter any cyber threat. In this context, this 
sector will become more and more critical and a major focus 

for investments.
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Disclaimer to Market Update

What is the Market Update?
The Market Update is a document prepared and published by GMG Investment Solutions (Switzerland) SA (“GMG”), a Swiss 
financial intermediary member of Swiss Association of Asset Managers (SAAM), a Self-Regulatory Organisation (“SRO”) authorized 
by FINMA, or its affiliates (the “Document”). 
The Document is for information purposes only and is intended to provide general comments and notes on select aspects of the 
preceding month’s or stated period’s economic environment, challenges and events. Nothing contained in the Document 
constitutes a solicitation, offer, recommendation, or investment advice to inter alia buy or sell any investment instrument, give 
effect to any transaction, or to conclude any legal act of any kind whatsoever. This Document alone is not intended to form the 
basis for an investment decision, or to replace any due diligence or analytical work required by you in making an investment 
decision. For further important information about this document, please refer to point 4.
Restrictions to access
The Document is for distribution only under such circumstances as may be permitted by applicable law. In particular, this 
Document is not intended and shall not be distributed to:
- US persons and must not be distributed in the USA, or
- In any jurisdiction where its distribution may be restricted by laws applicable to this or similar types of 
documents.
Persons who receive this Document should make themselves aware of and adhere to any such restrictions.
Figures and data
This Document contains figures and data obtained from sources which we believe to be reliable but are not guaranteed by us and 
may be incomplete and may be subject to change without notice. GMG cannot assume responsibility for the quality, correctness,
timeliness or completeness of the information contained in this document.
Important information
No independent financial analysis: This Document is not considered as an independent financial research product under Swiss 
laws and regulations, in particular the directives on the Independence of Financial Research issued by the Swiss Bankers 
Association (SBA) (the “Directives”) and consequently this Document is not governed by the Directives to the publication and 
distribution of independent financial research reports, including relevant restrictions or required disclosures.
No investment recommendation: This Document does not constitute and does not contain information recommending or 
suggesting an investment strategy, explicitly or implicitly, concerning one or several financial instruments or the issuers, including 
any opinion as to the present or future value or price of such instruments. This Document does not contain recommendations to
the general public about financial instruments nor should it be considered as a preparatory act to the provision of an investment 
service or carrying out of an investment activity
No investment advice and no personal recommendation: This document is not and does not contain investment advice and/or 
personal recommendations. In particular, nothing contained in this Document may be considered as a recommendation that is 
made to a person in his capacity as an investor or potential investor, or in his capacity as an agent for an investor or potential 
investor, that is suitable or appropriate to a recipient’s individual circumstances. Nothing contained in this document may be 
considered as an invitation, or suggestion, or recommendation or equivalent to:
- Buy, sell, subscribe for, exchange, redeem, hold or underwrite a particular financial instrument; or
- Exercise or not to exercise any right conferred by a particular financial instrument to buy, sell, subscribe for, 
exchange, or redeem a financial instrument. 
No offer and/or placement of financial instruments: The opinions expressed in this document are based upon the author(s) 
analysis and interpretation of these particulars and are not to be construed as an invitation, solicitation or offer to buy, sell or 
place financial instruments.
Copyright
This document may not be reproduced in whole or in part, or further distributed or published or referred to in any manner 
whatsoever, nor may the information, opinions or conclusions contained in it be referred to without in each case the prior express 
written consent of GMG.


